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ADMINISTRATION SYSTEM, ADMINISTRATION APPARATUS, RELAY 
SERVER, ADMINISTRATED APPARATUS AND ADMINISTRATION METHOD 

BACKGROUND OF THE INVENTION 

The present invention relates to an administration 
technology capable of administrating an administrated 
apparatus through a network. 

For example, there is known a technology to monitor an 
image forming apparatus such as a copying machine, on a 
remote control basis. To be more concrete, a copying machine 
is connected with an administration center through wireless 
or wire circuit public lines, and when troubles are caused, a 
report is submitted from the copying machine to the 
administration center. 

In the conventional technology of this kind, even when 
a user does not notify the state of affairs of troubles on 
the copying machine to the administration center, the 
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administration center can learn the troubles on its side on a 
timely basis, and therefore, quick actions for the troubles 
can be taken, which is an advantage. 

However, even it is possible for the administration 
center to learn the contents of the troubles, if it is 
necessary to send a service engineer to the site of the 
troubles every time to restore, it is time-consuming and the 
user is required to wait until the service engineer arrives, 
without making copies, which is a problem. On the contrary, 
it is also considered that the administration center gives an 
instruction to the user through a telephone to make the user 
to fix the troubles. However, an ordinary user sometimes 
does not understand the instruction from the administration 
center for lack of knowledge about a copying machine, or, 
there is a fear in some cases that the user damages the 
copying machine with inappropriate handling. 

SUMMARY OF THE INVENTION 

The invention has been achieved in view of the problems 
stated above, and its object is to provide an administration 
system and an administration method wherein an image forming 
apparatus can restore itself automatically, without relying 



3 



4983 



on the restoration work conducted by a service engineer who 
visits the site of the troubles. 

The administration system of the invention is 
represented by an administration system having therein an 
administrated apparatus to be administrated and an 
administration means that is connected with the administrated 
apparatus through communication lines and administrates the 
administrated apparatus, wherein the administrated apparatus 
is equipped with a trouble type judging section which detects 
a trouble caused on the administrated apparatus and judges a 
type of the trouble, and the administrated apparatus makes 
the administration means, connected to the communication 
lines, obtain trouble type information corresponding to the 
trouble type judged by the trouble type judging section, 
while the administration means makes the administrated 
apparatus to obtain, based on the obtained trouble type 
information, restoration work information stored in advance 
to be corresponded to trouble type information, and thereby, 
the administrated apparatus which has obtained the 
restoration work information can conduct restoration work by 
itself based on the restoration work information, thus, a 
service engineer is not required to visit the site of the 
troubles, and time for maintenance can be decreased greatly. 
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It is preferable that the communication line stated 
above is an internet in the administration system of the 
invention because a great deal of data can be transmitted. 

In the administration system of the invention, the 
communication lines stated above may also be general public 
lines . 

In the administration system of the invention, if 
trouble type information and restoration work information are 
stored in the administration means as a database, a trouble 
type which is the same as the trouble type occurred in the 
past, for example, is retrieved, and there is made a 
reproduction of the restoration work conducted when the same 
type of the trouble occurred in the past, thus it is possible 
for the administrated apparatus to conduct automatic 
restoration quickly. 

In the administration system of the invention, it is 
preferable that the administration means includes a relay 
server and an administration apparatus, the relay server is 
connected to the communication lines to store first transfer 
information to be transferred to the administrated apparatus 
or second transfer information to be transferred to the 
administration apparatus, the administrated apparatus 
accesses relay server through the communication lines to 
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obtain first transfer information stored in the relay server 
or to transmit second transfer information to the relay 
server, the administration apparatus accesses the relay 
server through the communication lines to obtain second 
transfer information stored in the relay server or to 
transmit first transfer information to the relay server, and 
the database is stored in at least one of the relay server 
and the administration apparatus. For example, even in the 
case where a firewall is built between the administrated 
apparatus and the relay server, it is possible to force the 
administrated apparatus to transmit the second transfer 
information (trouble type information or the like) to the 
relay server by itself, by reading the first transfer 
information stored in the relay server. The basis for the 
foregoing is that the firewall allows information transfer 
from the inside thereof. In addition, the administrated 
apparatus can obtain restoration information corresponding to 
the trouble type information transmitted from the relay 
server side, which makes automatic restoration to be 
possible . 

In the administration system of the invention, it is 
preferable if the restoration work information can be updated 
by the administration apparatus. 
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In the administration system of the invention, it is 
preferable if the administrated apparatus conducts automatic 
restoration work based on the restoration work information 
obtained . 

In the administration system of the invention, the 
administration means can take actions including the dispatch 
of a service engineer, for troubles which make automatic 
restoration impossible, when the administration means judges 
whether the administrated apparatus can conduct automatic 
restoration by itself or not by looking up the trouble type 
information in the database, which is preferable. 

In the administration system of the invention, when 
automatic restoration work is carried out, if the 
administrated apparatus makes the administration means to 
acquire the information about success or failure of the 
automatic restoration work to make it to be a part of the 
database, the information can be used for various decisions, 
which is preferable. 

It is preferable that the administration apparatus of 
the invention is used for the administration system stated 
above . 

It is preferable that the relay server of the invention 
is used for the administration system stated above. 
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The administrated apparatus of the invention is one 
that is administrated by the administration means connected 
to the communication lines and is connected to the 
communication lines, and it detects a trouble caused in the 
administrated apparatus and is equipped with a trouble type 
judging section that judges the type of the trouble, thus, 
the administrated apparatus acquires restoration work 
information offered in accordance with the trouble type 
information acquired by making the administration means 
connected to the communication lines to acquire the trouble 
type information corresponding to the type of the trouble 
judged by the trouble type judging section, and thereby, the 
administrated apparatus which has obtained the restoration 
work information can conduct restoration work by itself based 
on that restoration work information, thus, a service 
engineer is not required to visit the site of the troubles, 
and time for maintenance can be decreased greatly. 

The administration method of the invention is one that 
administrates the administrated apparatus by using 
communication lines, and trouble type information 
corresponding to the type of a trouble that may occur in the 
administrated apparatus is stored to be corresponded to 
restoration work information, then, the trouble type 
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information is acquired through the communication lines from 
the administrated apparatus when the trouble occurs, and the 
administrated apparatus acquires the restoration work 
information corresponding to the acquired trouble information 
through the communication lines. Thus, the administrated 
apparatus that has acquired the restoration information can 
conduct restoration operations by itself based on the 
restoration information, and a service engineer is not 
required to visit the site of the troubles, and time for 
maintenance can be decreased greatly. 

Incidentally, "an internet" is used in a sense of a 
wide area network, and it is one wherein computer systems, 
terminals and data communication facilities are connected 
with each other. They may be connected through either a type 
of wire circuits such as private lines or public lines or a 
wireless type such as communication satellites, or through a 
complex of both of them. 

In the present specification, "first transfer 
information" means information to be acquired by an 
administrated apparatus from an administration apparatus or a 
relay server, and "restoration work information" and "job 
information" are information to be included in the "first 
transfer information" as an example. Further, "second 
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transfer information" means information to be acquired by the 
administration apparatus or the relay server from the 
administrated apparatus, and "trouble type information" and 
"specific data" are information to be included in the "second 
transfer information" as an example. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a diagram showing an administration system of 
the present embodiment. 

Fig. 2 is a ladder chart showing data transmission 
between image forming apparatus 11 and host computer 21. 

Fig. 3 is a diagram showing an example of specific 

data . 

Fig. 4 is a diagram showing an example of JOB list. 

Fig. 5 is a ladder chart showing data transmission 
between image forming apparatus 11 and host computer 21. 

Fig. 6 is a ladder chart showing data transmission 
between image forming apparatus 11 and host computer 21. 

DETAILED DESCRIPTION OF THE INVENTION 

The embodiment of the invention will be explained in 
detail as follows, referring to the drawings. 



10 



4983 



Fig. 1 is a diagram showing an administration system of 
the present embodiment. In Fig. 1, image forming apparatus 
11 representing an administrated apparatus such as a copying 
machine and a printer connected to user intranet Nu built in 
a company of a user is connected to internet N which is out 
of the company, through proxy server 12 having a function of 
a fire wall. On the other hand, host computer 21 connected 
to service company intranet Ns that is built in the service 
company is connected to internet N that is out of the 
company, through proxy server 22 having a function of a fire 
wall. In addition, relay server 31 having a storage means 
(that is also called a relay storage section) such as a large 
capacity hard disc is connected to internet N in the same 
way. Namely, the image forming apparatus 11 is connected to 
user intranet Nu representing a user network that is 
different from internet N, and is connected to internet N 
through proxy server 12 representing a user fire wall that is 
connected to the user network and restricts information that 
passes through, while, the relay server 31 is connected to 
internet N outside the user fire wall when viewed from the 
user network. On the other hand, host computer 21 is 
connected to service company intranet Ns representing a 
service network that is different from internet N, and is 
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connected to internet N through proxy server 22 representing 
a user fire wall that restricts information that passes 
through. Further, the relay server 31 is connected to 
internet N outside the service fire wall when viewed from the 
service network. 

Image forming apparatus 11 that forms an image on a 
recording material constitutes an administrated apparatus and 
has therein an administrated storage section such as a 
memory, flush ROM and hard disc all capable of storing in 
which programs and data are stored, a detection means such as 
a sensor that detects troubles, and a trouble type judging 
section such as CPU, so that control based on programs or 
data stored in the administrated storage section may be 
conducted. Host computer 21 constitutes an administration 
apparatus that is capable of providing job information. Job 
information described later about an embodiment includes 
updating information for rewriting the program stored in the 
administrated storage section of the image forming apparatus 
11 into updating program, or for rewriting the data into the 
updating data, and the image forming apparatus 11 can rewrite 
the program or data stored in the administrated storage 
section into updating program or updating data, based on the 
updating information acquired. Further, the image forming 
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apparatus 11 can download updating program or updating data 
based on the updating information acquired, and can rewrite 
program or data stored in the administrated storage section 
into updating program or the aforesaid updating data. 
Incidentally, while, the image forming apparatus 11 is 
rewriting into updating program or the updating data (or, 
while transmitting second transmission information described 
later) , a part of its function cannot be displayed 
sufficiently. It is therefore preferable to discontinue 
access to relay server 31. 

The updating program is a program that is upgraded in 
version wherein bugs in the original program have been 
solved. The updating data means one like a default that 
determines density of an image, and it includes concretely 
specific data shown in Fig. 3. Incidentally, the following 
explanation is for the occasion wherein the image forming 
apparatus 11 is connected to internet N through user intranet 
Ns and proxy server 12. However, the explanation can be 
applied also to the image forming apparatus 11 connected to 
internet N through a modem that conducts conversion for 
digital signals and analog signals both connected to public 
lines (telephone lines) and through a provider connected to 
internet N through public lines PN. It is preferable that 
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the image forming apparatus 11 is structured to be capable of 
conducting delivery and receipt of direct information {by 
public lines) so that the relay server 31 can provide its 
service even to the image forming apparatus (precisely 
speaking, image forming apparatus that is not connected to 
internet N) 11 having a modem that conducts conversion for 
digital signals and analog signals both connected to public 
lines PN. 

Host computer 21 of a service company, in this case, 
can learn occurrence of troubles and maintenance timing by 
reading information from the image forming apparatus 11. 
However, it is difficult, on the grounds of security, to read 
data by accessing the image forming apparatus 11 or the host 
computer 21 from the outside (an internet side) , because 
proxy servers 12 and 22 have a fire wall function. In the 
administration system related to the present embodiment, 
therefore, data transmission between the image forming 
apparatus 11 and the host computer 21 is made possible by 
providing relay server 31. 

Namely, in many cases, proxy servers 12 and 22 allow 
data transmission from intranets Nu and Ns and data 
downloading. When the specific data shown in Fig. 3 needs to 
be acquired from the image forming apparatus 11, on the host 
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computer 21 side by utilizing the foregoing, for example, the 
host computer 21 transmits to relay server 31 the job 
information (first transmission information) to the effect 
that the host computer 21 desires to acquire data from the 
image forming apparatus 11 to make the relay server 31 to 
store that information. 

Then, when the image forming apparatus 11 has access to 
the relay server 31, if the job information (first 
transmission information) to the effect that the host 
computer 21 desires to acquire data from the image forming 
apparatus 11 is stored in the relay server 31, the image 
forming apparatus 11 reads this information and transmits 
specific data (second transmission information) to make the 
relay server 31 to store the data. Further, when the host 
computer 21 has access to the relay server 31, if the 
specific data (second transmission information representing 
also apparatus data information) transmitted from the image 
forming apparatus 11 are stored in the relay server 31, the 
host computer 21 can read the data. 

Namely, the job information turns into transmission 
instruction information for the image forming apparatus 11 to 
transmit second transmission information (specific data) to 
relay server 31, and thereby, the image forming apparatus 11 
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can transmit the second transmission information to the relay- 
server 31 based on the transmission instruction information 
in the acquired first transmission information. 
Incidentally, it is preferable that a relay storage section 
of the relay server 31 can store a plurality of first 
transmission information. 

Since data transmission is possible without direct 
access between the image forming apparatus 11 and the host 
computer 21, the host computer 21 can monitor the image 
forming apparatus 11 appropriately independently of whether a 
fire wall exists or not. Examples of the second transmission 
information are shown in Fig. 3, and one example of them is 
represented by at least one of those including the number of 
times of image forming (total count in Fig. 3) , the number of 
times of the use of at least one constituent element 

(photoreceptor drum) constituting the image forming 
apparatus 11 (drum count, optional replacement part count, 
fixed replacement part count) , the number of times of image 
forming for each size of recording material (count for each 
size of paper (recording material) ) , the number of sheets of 
image-formed recording material (recording material count) , 
and the number of times of image forming for each function 

(mode) owned by image forming apparatus 11 (count for each 
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user use mode and count for each of copy, printer, FAX and 
scanner) . The second transmission information may also be 
represented by urgent information (urgent /periodic call 
information shown in Fig. 3} and error information (JAM/SC 
information) based on abnormality caused on image forming 
apparatus 11. 

Namely, when occurrence of some abnormality or other is 
detected by a detecting means in the image forming apparatus 
11, and when a trouble type judging means judges that the 
abnormality detected by the detecting means is urgent, 
urgency information is transmitted to relay server 31. Since 
this urgency information is read by the host computer 21 
which has accessed the relay server 31, a service company can 
learn that abnormality has been caused in the image forming 
apparatus 11. Operations in this case will be described 
later, referring to Fig. 5. 

Further, the image forming apparatus 11 is 
administrated by the host computer 21 connected to internet N 
and has a relay storage section that stores first 
transmission information transmitted from the host computer 
21 to the image forming apparatus 11, thus the image forming 
apparatus 11 can acquire the first transmission information 
stored in the relay storage section by accessing the relay 
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server 31 connected to internet N through internet N, and it 
can update programs and data by utilizing the acquired first 
transmission information. It is therefore possible for the 
image forming apparatus 11 to change controlling operations 
based on the updated data. Namely, it is possible to change 
control operations of the image forming apparatus 11 from the 
location (for example, a service company) that is far from 
the image forming apparatus 11, which is convenient. 

Incidentally, by giving unique objective machine ID 
information (serial number to be more concrete) to image 
forming apparatus 11 and host computer 21, information 
transmission between specific image forming apparatus 11 and 
specific host computer 21 is made to be possible by 
discriminating transmission information by the use of the 
objective machine ID information even when plural image 
forming apparatuses 11 and host computers 21 exist and only 
one relay server 31 exists. 

By including the objective machine ID information, that 
specifies image forming apparatuses 11 representing a target 
for transmission in the first transmission information, the 
image forming apparatuses 11 accesses relay server 31 and 
judges whether to acquire the first transmission information 
based on the objective machine ID information or not, and 
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when a judgment is formed to acquire, the first transmission 
information stored in a relay storage section of relay server 
31 is acquired. 

Further, if the host computer 21 which has transmitted 
first transmission information or the image forming 
apparatuses 11 which has transmitted second transmission 
information accesses relay server 31 after transmitting, for 
confirming whether the relay server 31 has received the first 
transmission information or the second transmission 
information normally or not, it is possible to confirm 
whether the information has been transmitted normally or not, 
which is preferable. 

In this case, the host computer 21 that has transmitted 
the first transmission information or the image forming 
apparatuses 11 which has transmitted the second transmission 
information accesses relay server 31 to confirm whether the 
relay server 31 has received the first transmission 
information or the second transmission information normally 
or not, and when the information has not been received 
normally, the first transmission information or the second 
transmission information is transmitted again, and thus, 
delivery and receipt of information can be conducted more 
firmly . 
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Incidentally, the host computer 21 or the image forming 
apparatus 11 accesses relay server 31 in at least one timing 
out of those including each prescribed time interval, 
prescribed time, prescribed timing and the timing satisfying 
prescribed conditions. In this case, the "prescribed time" 
is the time established in advance such as, for example, ? 
o'clock, ? o'clock on ? weekday every week and ? o'clock on 
? th day in every month. An example of the "prescribed timing" 
is the starting time for the administrated apparatus or the 
moment when the prescribed operation was conducted. Further, 
an example of the "timing satisfying prescribed conditions" 
is the moment when the number of times of image forming has 
arrived at the frequency established in advance, or the 
moment when the abnormality information established in 
advance among pieces of abnormality information detected has 
been detected. Incidentally, in the embodiment described 
below, the host computer 21 or the image forming apparatus 11 
is arranged to access relay server 31 at prescribed 
intervals. In the present embodiment, the host computer 21 
accesses at 10 -minute intervals and the image forming 
apparatus 11 accesses at 15-minute intervals. Namely, an 
interval between a certain access of the image forming 
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apparatus 11 to the relay server 31 and the succeeding access 
is longer than that between a certain access of the host 
computer 21 to the relay server 31 and the succeeding access. 
If the access interval of the host computer 21 is shorter 
than that of the image forming apparatus 11, when urgency 
notification comes from the image forming apparatus 11, this 
urgency notification can be learned quickly, which is 
preferable. Incidentally, the access interval of the image 
forming apparatus 11 can be changed. For example, it can be 
changed from an operation section of the image forming 
apparatus 11, a personal computer connected to a user 
network, or from a host computer. 

Data transmission between the image forming apparatus 
11 and the host computer 21 will be explained more 
concretely. Fig. 2 is a ladder chart showing data 
transmission between the image forming apparatus 11 and host 
computer 21, and it shows an occasion wherein specific data 
are acquired from the image forming apparatus 11 side. Fig. 
3 is a diagram showing an example of specific data. Fig. 4 
shows an example wherein a job list stored in a relay storage 
section is displayed on a display section on the host 
computer 21 side (contents thereof may be described later) . 
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Incidentally, let is be assumed that the image forming 
apparatus 11 accesses relay server 31 periodically to monitor 
an instruction (representing first transmission information 
and job information) written in the relay storage section of 
the relay server 31, and the host computer 21, on the other 
hand, accesses the relay server 31 periodically to update 
information displayed on a display section. 

In step S 101 in Fig. 2, an operation of a service 
engineer, for example, makes the host computer 21 to transmit 
instruction data (representing first transmission 
information, job information and transmission- instructing 
information) purporting that siphoning over specific data 
from the image forming apparatus 11 is desired (namely, 
making the image forming apparatus 11 to transmit specific 
data) to the relay server 31. In the aforesaid instruction 
data, there are included, at need, objective machine ID 
information for the image forming apparatus 11 and the time 
for the execution (the time for the image forming apparatus 
11 to transmit specific data to relay server 31) . 

Relay server 31 stores the instruction data received by 
the relay server 31 in the specific area of a relay storage 
section in step S 102, and then, confirms whether the 
received instruction data are normal or not. If the 
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instruction data are not normal, the data are eliminated in 
step 8 4. If the instruction data are normal, on the other 
hand, the relay server 31 writes the instruction data of 
specific data on the job list and stores them in a specific 
folder corresponding to the serial number (objective machine 
ID information) specific to the image forming apparatus 11, 
in step S 105. The results of them are converted into 
formats such as HTML, XML and FTP to wait for access from the 
image forming apparatus 11 and host computer 21. The host 
computer 21 reads out data from the relay server 31 in the 
next access, and indicates, on its display section 21a (Fig. 
1) , a display of standby for data acquisition or a display of 
faulty instruction data (step S 117) . 

Namely, the relay server 31 changes information 
displayed on display section 21a of host computer 21, 
depending on whether the image forming apparatus 11 has 
acquired first transmission information or not and on whether 
the image forming apparatus 11 has conducted prescribed 
operations based on the first transmission information or 
not, while, the host computer 21 accesses periodically the 
relay server 31 at the timing of each prescribed interval, 
and it acquires information indicated on display section 21a 
of the host computer 21 to display it on the display section 
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21a. Examples of displays on the display section 21a will be 
described later, referring to Fig. 4. 

After that, the image forming apparatus 11 accesses the 
relay server 31 to check a specific folder corresponding to a 
specific serial number (objective machine ID information) in 
JOB list, and when it discovers the instruction data for 
itself, it acquires the instruction data and judges whether 
the instructed time (time to execute) has passed or not (step 
S 108) . If it judges that the instructed time has not 
passed, the image forming apparatus 11 completes the 
processing and continues periodic access to relay server 31 
(step S 109) . 

If the instructed time is judged to have passed, on the 
contrary, the image forming apparatus 11 discontinue the 
periodic access to the relay server 31 (step S 110) , and 
conducts only processing of the acquired instruction. To be 
concrete, the image forming apparatus 11 converts its 
specific data into prescribed format of protocol which can 
pass through a user fire wall such as, for example, HTML, XML 
and FTP, in step S 111, and transmits it to relay server 31 
as second transmission information (apparatus data 
information) . 
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On the other hand, the relay server 31 receives 
specific data transmitted from the image forming apparatus 11 
(step S 112) , then, judges whether the data have been 
transmitted normally or not in step S 113, and writes the 
results of them in the relay storage section. After 
transmission of the specific data, the image forming 
apparatus 11 accesses relay server 31 after the lapse of 
prescribed time to confirm the results of the data 
transmission. In step S 114, the image forming apparatus 11 
returns to step S 111 again if the results of transmission of 
the received data are faulty, and transmits again. On the 
other hand, if the results of transmission of data are 
appropriate, transmission processing for specific data based 
on instruction data is completed in step S 115, and periodic 
access of the relay server 31 is started again. 

Incidentally, when transmission processing is completed 
(including an occasion where data transmission is impossible, 
such as transmission is repeated plural times to exceed, the 
prescribed times determined in advance or to exceed the 
stipulated time determined in advance) , a notification of 
completion of data transmission (a completion notification 
showing the completion of prescribed operations, and OK 
represents that data transmission was possible, and NG 
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represents that data transmission was impossible) is 
transmitted to relay server 31 from the image forming 
apparatus 11. In the relay server 31, data to the effect 
that data transmission was completed normally or data to the 
effect that data transmission was impossible are written in 
the prescribed area, in accordance with a notification for 
completion of data transmission from the image forming 
apparatus 11 (step S 116, see Fig. 4) . Then, in the case of 
normal completion, the transmitted specific data of the image 
forming apparatus 11 are stored in the prescribed area of the 
relay storage section so that they may be downloaded from 
host computer 21. Incidentally, if notification by mail is 
established, it is possible to transmit to host computer 21 
quickly by making the host computer 21 to be contacted 
immediately {further, it is possible to transmit 
simultaneously to plural host computers 21 and service 
engineers, by setting a plurality of addresses), which is 
preferable. However, when the host computer 21 accesses 
relay server 31 next time, whether the transmission from the 
image forming apparatus 11 based on the instruction data has 
been completed normally or not is indicated on display 
section 21a of host computer 21 (step S 118) , and further, 
when the transmission is completed normally, specific data of 
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the image forming apparatus 11 stored in the relay storage 
section are read to be capable of being displayed on the 
display section, or downloaded. 

Next, data transmission in the case of occurrence of 
troubles (abnormality) in image forming apparatus 11 and 
automatic restoration in the aforesaid case will be 
explained. Each of Fig. 5 and Fig. 6 is a ladder chart 
showing data transmission between image forming apparatus 11 
and host computer 21, wherein troubles are caused on the 
image forming apparatus 11 side. Incidentally, in the 
embodiment described below, contents of the troubles are 
checked, and periodic access to relay server 31 is 
discontinued when the troubles are fatal. However, it is 
also possible to discontinue the periodic access immediately 
after trouble occurrence is detected. In the present 
embodiment, an administration means is composed of relay 
server 31 and host computer (administration apparatus) 21. 

In step S 2 01 in Fig. 5, when a detection means detects 
that some troubles are caused, image forming apparatus 11 
indicates that troubles are caused on a display panel (not 
shown) in step S 202, and stops execution of image forming 
operations if the image forming operations are in process. 
In addition, the image forming apparatus 11 carries out a 
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self -diagnosis program by means of a trouble type judging 
means in step S 203, and judges whether the trouble caused is 
a temporary one like a sheet jam or it is a fatal one like 
motor troubles. When the trouble is judged to be a temporary 
one, the image forming apparatus 11 responds to clear the 
jammed sheet to restore the operations in step S 204, without 
notifying to the outside. 

When the trouble caused is judged to be fatal, on the 
other hand, the image forming apparatus 11 discontinues 
periodic access to relay server 31 in step S 205, and 
acquires information about contents of the trouble in step S 
206 to transmit it to the relay server 31. In this case, the 
image forming apparatus 11 transmits also objective machine 
ID information. The relay server 31 stores the information 
about contents of the trouble received by the relay server 31 
in the prescribed storage area, in step S 207. After the 
lapse of prescribed time from transmission of the information 
about contents of the trouble, namely of trouble type 
information, the image forming apparatus 11 accesses relay 
server 31 to confirm the results of data transmission. 

If the image forming apparatus 11 judges the results of 
transmission to be unsatisfactory in step S 208, it returns 
to step S 206 to transmit again. On the other hand, if the 
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results of data transmission are satisfactory, the image 
forming apparatus 11 advances to automatic restoration work 
which will be explained below. Incidentally, in this step, 
the relay server 31 may send to host computer 21 a mail to 
the effect that the relay server 31 has received the trouble 
type information. 

In the relay server 31, there is provided a database in 
which trouble type information and restoration information 
are stored to be corresponded to each other. In step S 209 
in Fig. 6, the relay server 31 judges whether the trouble in 
the received trouble type information can be restored 
automatically or not, by referring to the database. If the 
trouble is judged to be impossible for automatic restoration, 
the relay server 31 prepares HTML data based on that judgment 
in step S 221 and updates the database to notify host 
computer 21 by mail. 

On the other hand, if the trouble is judged to be 
possible for automatic restoration, the relay server 31 makes 
the image forming apparatus 11 to acquire a certification 
notice for implementation of automatic restoration when the 
image forming apparatus 11 accesses, and it further starts 
restoration work in step S 210. The relay server 31 prepares 
panel data for display for the image forming apparatus 11 
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based on the database in step S 212. The panel data for 
display represent data which are displayed on a display panel 
of the image forming apparatus 11 and show that automatic 
restoration work will be conducted, and they include data for 
serial numbers, languages of various countries relating to 
measures for troubles, images (including movies) and voices. 

Thereafter, the image forming apparatus 11 accesses the 
relay server 31 in step S 214, and the image forming 
apparatus 11 acquires panel data for display including its 
serial number, then, displays the data in step S 216, and 
starts automatic restoration work. A user who has observed 
the display learns that the automatic restoration work will 
be started. Therefore, the user can prevent that he or she 
touches the image forming apparatus 11 carelessly or disturbs 
the automatic restoration work. On the other hand, the relay 
server 31 adds contents of restoration work to JOB list in 
step S 215. 

The automatic restoration work is conducted in a way 
wherein relay server 31 itself decides measures based on 
measure information database given from host computer 21, and 
gives instructions to JOB list. The image forming apparatus 
11 executes contents of the instructions given by the server, 
and thereby realizes automatic restoration. In the course of 
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the restoration work, information about the restoration work 
is displayed on the display panel of the image forming 
apparatus 11. With respect to the results of restoration, 
they are stored in relay server 31 to become a part of the 
database, and then, they may be read in the case of access 
from host computer 21, which makes trouble analyses possible. 
Incidentally, as a concrete method for restoration, there are 
considered a change of communication parameter 
(by acquiring data from host computer 21, then, rewriting 
based on trouble measure information and by updating) , 
disconnection of options (by acquiring data from host 
computer 21, then, rewriting based on trouble measure 
information and by updating) and rewriting of ISW data 
(by instructions to acquire ISW data) . 

For example, when information showing that a temporary 
trouble such as a sheet jam is caused on the same location 
and on the same day is obtained from a database history, it 
is judged to be possible to prevent occurrence of troubles by 
adjusting a sheet advancing speed after specifying frequency 
and locations of occurrence. In that case, it is possible to 
carry out the restoration by rewriting adjustment values. 

When it is judged that the whole apparatus cannot be 
used not because of a trouble of an administration apparatus 
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but because of troubles of options, options are changed in 
terms of setting and are disconnected temporarily, which 
makes it impossible to use options. In that case, it is 
possible to use an image forming apparatus under the 
condition that broken options have been disconnected from the 
image forming apparatus, by changing parameters of connection 
information that connects options. 

In step S 219, the image forming apparatus 11 judges 
whether the automatic restoration work was satisfactory or 
not, and in step S 220, it transmits the results of the 
automatic restoration work to relay server 31. After that, 
the image forming apparatus 11 completes the restoration 
work, and starts monitoring the server again in step S 222. 

The relay server 31 which has received the results of 
the automatic restoration work from the image forming 
apparatus 11 prepares HTML data based on the aforesaid 
results in step S 221, then, updates the database, and 
notifies it host computer 21 by mail. After that, the host 
computer 21 which has accessed the relay server 31 changes a 
browser display, and displays the results of the automatic 
restoration work. In this case, it is known that the 
automatic restoration was impossible, and an appropriate 
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action such as dispatch of a service engineer can be taken 
accordingly. 

Fig. 4 is a diagram showing an example of JOB list 
displayed on a display section of host computer 21. 
Incidentally, each item of the JOB list has the following 
meaning . 

Serial number: Serial number (determined uniquely) of image 
forming apparatus 11 

Location of installation: Place where image forming 
apparatus 11 is installed 

Contents of instruction: Job instruction contents such as 
GETDATA (data acquisition) and UPDATE (updating) 

Type of data: Types of data to be acquired and updated by 
contents of instruction (KRDS (updating) data, ISW data 
(updating program) ) 

Administration server: IP address and domain name (parent 
relay server when relay server is arranged stepwise) of: relay 
server 31 that administrates job 

Instructing host: ID information (unique host ID information 
(serial number)) of host computer 21 giving job instruction 

Instruction time: Time to execute contents of instruction 
(time to start acquiring updated data for image forming 
apparatus 11 when updating data) 
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Execution time: Time for image forming apparatus 11 to 
execute updating in the case of updating 

State of processing: State of communication between image 
forming apparatus 11 and relay server 31 is displayed, and it 
can be grasped on the host side. Concrete examples are as 
follows . 

(Under standby) Waiting for access from copying 
machine, or waiting for instruction 

(In process of data acquisition) State wherein image 
forming apparatus 11 is on standby until execution time for 
data updating (data have been acquired) 

(Normal end) Data processing is completed normally 
(display eliminated after a certain period of time) 

(Abnormal end) Data processing fails (display not 
eliminated) 

A service engineer can judge the state of plural image 
forming apparatuses 11 correctly by observing the display 
screen in Fig. 4 which is updated periodically. 

Incidentally, with respect to administration mode for 
JOB list, a folder is prepared for each serial number of each 
image forming apparatus 11 in host computer 21 or in a hard 
disc of relay server 31, for example, and it is possible to 
pick up necessary JOB list by searching a folder 
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corresponding the serial number of the image forming 
apparatus 11 to be grasped in terms of state. Further, the 
image forming apparatus 11 can conduct elimination or 
correction automatically for those where execution of JOB 
seems to have been completed, by searching, from its specific 
serial number, the specific folder of JOB list. 

Though the invention has been explained above referring 
to the embodiment, the invention should not be construed to 
be limited to the embodiment, and it can naturally be 
modified or improved. For example, the database composed of 
trouble type information and restoration information may also 
be provided in host computer 21. In addition, the invention 
can be applied in the presence or absence of a fire wall. 



